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Workshop Goal: 

The purpose of this workshop is to equip aviation security personnel with the knowledge 

and skills necessary to develop credible insider threat scenarios and create effective 

mitigation action plans. 

By the end of the workshop, participants will be able to identify potential insider threats, 

assess associated risks using the ICAO Risk Assessment Methodology, and develop 

practical mitigation strategies. 

 

Workshop Objectives: 

After successfully completing this workshop, the trainees will be able to: 
 

• Understand the concept of insider threats and apply general principles of risk 

management. 

• Define and understand risk assessment as it applies to insider-based risks in aviation 

security. 

• Understand the various types of Insiders and develop insider threat scenarios. 

• Understand relevant Annex 17 standards. 

• Understand ICAO risk assessment process. 

• Practice assessing insider-based risks. 

• Apply risk management principles to insider-based vulnerabilities in aviation security 

• operations. 

 

Workshop Content: 

Module 1: The Management of Insider Risk 

Module 2: The Insider 

Module 3: Icao Risk Assessment Methodology 

Module 4: Insider Threat Scenarios 

Module 5: The Assessment 

Module 6: Undertaking The Assessment 

Module 7: Risk Mitigation 

Module 8: Practical Aspects 

Module 9: Monitor and Review 
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Target Population: 

This workshop is recommended for aviation security personnel at the basic level with the 

potential for promotion to the supervisory level, and existing personnel at that level 

employed by the authority, airline, airport or any other organization primarily responsible for 

the application of aviation security measures. 

 

Entry Requirements: 

Trainees must meet the following criteria: 

 
• Experience in aviation security. 

• Good knowledge of international and national security regulations. 

• Have written and oral command of English language. 


